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WHISTLEBLOWER RIGHTS

Whistleblower Protections for
Intelligence Agency Employees

Intelligence employees can expose fraud, waste, abuse, illegality, and dangers to public safety—
but protection depends on employment status, recipient, subject, and procedure.
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Whistleblowing inside an intelligence or national-security organization is not governed by one simple rule.
The law protects lawful disclosures, but the governing path changes with the worker, agency, information,
recipient, and retaliatory action.

This guide maps the current federal framework for Intelligence Community employees, FBI personnel,
service members, civilian employees, and contractor personnel.

THE FIRST DECISION

Identify Which Whistleblower System Covers You

Federal whistleblower law is not one universal shield. The controlling system changes with the worker’s
position, agency, contract, military status, clearance, disclosure recipient, and subject matter.

Most covered civilian federal employees rely on the Whistleblower Protection Act framework in Title 5.
Intelligence Community employees use a separate national-security system. FBI personnel have a distinct
process under 5 U.S.C. § 2303. Members of the armed forces rely on 10 U.S.C. § 1034. Contractor protections
depend on the agency and contract.

That separation is the central fact the old summaries often miss. A disclosure can describe serious
wrongdoing and still fall outside a particular protection if it is sent to the wrong recipient or made outside
the procedure governing classified information.

e Civilian Federal Employees: 5 U.S.C. § 2302, Office of Special Counsel, and Merit Systems Protection
Board procedures.

e Intelligence Community Employees: 50 U.S.C. §§ 3234, 3341(j), 3033(k)(5), Presidential Policy Directive
19, and Intelligence Community Directive 120.

e FBI Employees: 5 U.S.C. § 2303 and the Department of Justice process.

e Military Members: 10 U.S.C. § 1034.

e Contractor Employees: agency-specific statutes and acquisition rules, including 41 U.S.C. § 4712 or 10
U.S.C. § 4701 where applicable.

INTELLIGENCE COMMUNITY

Intelligence Community Employees Have Their Own
Statutory System

The Intelligence Community Whistleblower Protection Act created a secure path for reporting an “urgent
concern” to the congressional intelligence committees through the Inspector General process. Later law
added express protection against retaliatory personnel actions and retaliatory security-clearance or access
decisions.
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Classified concerns move through protected channels: agency inspectors general, the Intelligence Community Inspector General,
and Congress under defined procedures.

Under 50 U.S.C. § 3234, a covered Intelligence Community official may not take, fail to take, or threaten a
personnel action in reprisal for a protected disclosure. The statute covers disclosures the employee
reasonably believes show a violation of law, rule, or regulation; gross mismanagement; gross waste of
funds; abuse of authority; or a substantial and specific danger to public health or safety.

Protected recipients include the Director of National Intelligence, the Intelligence Community Inspector
General, the head or inspector general of the employing element, a congressional intelligence committee,
and a member of such a committee. The exact statutory text controls. The FBI follows its separate Title 5
process rather than the personnel-reprisal system in § 3234,

Presidential Policy Directive 19 and Intelligence Community Directive 120 organize the executive-branch
review system. The Office of the Director of National Intelligence states that these authorities protect lawful
whistleblowers against retaliatory personnel actions and security-clearance actions, with coverage
depending on whether the person is a government employee, contractor employee, or military member.
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REPORTING TO CONGRESS

Urgent Concerns Must Follow The Classified
Disclosure Path

The congressional pathway in 50 U.S.C. § 3033(k)(5) is procedural. An Intelligence Community employee
who intends to report an urgent concern to Congress submits the complaint or information to the
Intelligence Community Inspector General or the appropriate agency inspector general. The statute sets
review and transmittal steps designed to protect intelligence sources and methods while preserving
congressional oversight.

An urgent concern includes a serious or flagrant problem, abuse, violation of law or executive order, or
deficiency relating to the funding, administration, or operation of an intelligence activity within the
responsibility and authority of the Director of National Intelligence. It also includes certain false statements
to Congress and reprisal or threats of reprisal connected to use of the process.

Classified information remains classified during whistleblowing. Lawful disclosure protections do not
authorize public release, removal of classified files, transmission through unapproved systems, or disclosure
to a person who lacks authorization to receive the material.

The practical rule is precise: preserve the facts, identify the governing authority, use a secure authorized
channel, and keep proof of what was submitted, when, to whom, and under which procedure.

» Describe the conduct, program, dates, officials, records, and legal concern with specificity.

e Separate firsthand knowledge from information learned from another source.

e Mark classification and handling requirements exactly as required.

¢ Keep a lawful submission record without duplicating or removing material contrary to security rules.

* Track acknowledgments, reference numbers, review decisions, and every later personnel or clearance

action.

ANTI-RETALIATION

Retaliation Protections Cover Personnel And
Clearance Actions

Intelligence whistleblower retaliation can appear as a personnel action, a security-clearance action, or both.
Personnel actions include appointments, promotions, details, transfers, reassignments, demotions,
suspensions, termination, performance evaluations, pay and benefit decisions, training decisions, and other
significant changes in duties or working conditions.
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Personnel reprisals and security-clearance reprisals are distinct actions with separate review rules and records.

Security-clearance reprisals are governed separately. Section 3341(j) protects covered employees and
contractor employees against a security-clearance or access determination made in reprisal for a protected
disclosure. A clearance dispute is not automatically converted into an ordinary civil-service appeal.

The review system is primarily administrative. Agency inspectors general review reprisal allegations under
the applicable authorities. After the agency process is exhausted, PPD-19 and the Intelligence Community
system allow qualifying employees or contractors to request external review by the Intelligence Community

Inspector General.

These protections matter, but they are not interchangeable with the ordinary Whistleblower Protection Act
route through the Office of Special Counsel and Merit Systems Protection Board. Intelligence employees
should not assume that a remedy available to a civilian employee at another agency automatically applies

to them.
e Record the protected disclosure and authorized recipient.
e Record who knew about the disclosure and when they learned of it.

e Preserve the proposed and final personnel or clearance decision.
e Compare duties, evaluations, access, pay, training, and assignments before and after the disclosure.

e Preserve stated reasons, conflicting explanations, timing, and comparator evidence.
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OTHER WORKFORCES

FBI, Military, Civilian, And Contractor Protections
Differ

FBI employees use 5 U.S.C. § 2303 and Department of Justice regulations. A current or former FBI employee
or applicant who alleges reprisal generally begins with the Department of Justice Office of Inspector General
or Office of Professional Responsibility, then may seek corrective action through the Department’s
adjudication process after exhausting the investigative stage.

Members of the armed forces are protected by 10 U.S.C. § 1034. The statute prohibits restricting lawful
communications with a Member of Congress or an Inspector General and prohibits specified retaliatory
personnel actions for protected communications. Military whistleblower cases follow Department of Defense
procedures rather than the civilian MSPB route.

Most covered civilian federal employees rely on 5 U.S.C. § 2302. The Office of Special Counsel may
investigate prohibited personnel practices, and the Merit Systems Protection Board can hear whistleblower
claims through an otherwise appealable action or, after required exhaustion, an Individual Right of Action.

Contractor coverage requires careful classification. FAR Subpart 3.9 implements 41 U.S.C. § 4712 for many
executive-agency contractors but expressly excludes DoD, NASA, the Coast Guard, and Intelligence
Community activity from that portion of the rule. DoD, NASA, and Coast Guard contractor protections are
addressed under 10 U.S.C. § 4701. Intelligence contractor personnel and clearance reprisals can fall under
the Intelligence Community authorities described by ODNI.

BUILD THE RECORD

A Protected Disclosure Needs A Defensible Record

Whistleblower protection turns on evidence: the content of the disclosure, the worker’s reasonable belief,
the authorized recipient, the official who knew, the personnel or clearance action, and the connection
between them. A detailed record gives an inspector general, adjudicator, committee, or court something
concrete to test.

Create a chronology before the first submission. Preserve the original source location, document title, date,
custodian, classification marking, and how the information came into your duties. Describe wrongdoing in
plain language and connect each assertion to a record or firsthand event.

Use the Evidence Tracker to organize dates and supporting files, the Files Library to preserve related
material, and the Writer to prepare a structured oversight letter. Keep classified information only in systems
and channels approved for it.

National-security whistleblowing carries real professional and legal stakes. General articles cannot
determine which law covers a specific person or disclosure. Qualified counsel familiar with security-
clearance and whistleblower law can evaluate deadlines, recipients, exhaustion requirements, and handling
restrictions before a disclosure is made.

¢ Who made the disclosure and in what employment status?

¢ What exact wrongdoing was reported?

¢ Which authorized person or office received it?

¢ When did management learn about it?

e What personnel or clearance action followed?
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e Which review or appeal deadline applies?

THE BOTTOM LINE

Protection Depends On Precision

Intelligence employees have statutory whistleblower protections. Those protections are real, but they
operate through a specialized system built around authorized recipients, classified handling, inspector-
general review, congressional oversight, and separate rules for personnel and security-clearance reprisals.

The strongest disclosure is lawful, specific, securely transmitted, and documented from the first day. It
names the conduct, preserves the source record, follows the governing channel, and creates a chronology
strong enough to expose retaliation if it follows.

Secrecy cannot erase oversight. A clearance cannot become permission for reprisal. The record must be
built so that every official who receives it has to answer the same facts.

SOURCE LEDGER

Primary Sources And Public Records

1. 5 U.S.C. § 2302 — Prohibited Personnel Practices
Office of the Law Revision Counsel, U.S. House of Representatives ¢ Current Through 2024 Main Edition

https://uscode.house.gov/view.xhtml?edition=prelim&num=0&reg=granuleid%3AUSC-prelim-title5-section2302

2. 50 U.S.C. § 3234 — Prohibited Personnel Practices In The Intelligence Community
Office of the Law Revision Counsel, U.S. House of Representatives ¢ Current Through 2024 Main Edition

https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3234+edition%3Aprelim%29

3. 50 U.S.C. § 3033 — Inspector General Of The Intelligence Community
Office of the Law Revision Counsel, U.S. House of Representatives ¢ Current Through 2024 Main Edition

https://uscode.house.gov/view.xhtml|?req=%28title%3A50+section%3A3033+edition%3Aprelim%29

4. 50 U.S.C. § 3341 — Security Clearances
Office of the Law Revision Counsel, U.S. House of Representatives ¢ Current Through 2024 Main Edition

https://uscode.house.gov/view.xhtml|?req=%28title%3A50+section%3A3341+edition%3Aprelim%29

5. Making Lawful Disclosures
Office of the Director of National Intelligence, Intelligence Community Inspector General ¢ Accessed July 24, 2026

https://www.dni.gov/index.php/who-we-are/organizations/icig/icig-related-menus/icig-related-links/making-lawful-disclosures

6. Intelligence Community Directive 120 — Intelligence Community Whistleblower Protection
Office of the Director of National Intelligence ¢ April 29, 2016

https://www.dni.gov/files/documents/ICD/ICD-120-IC-Whistleblower-Protection-2016-04-29.pdf

7.5 U.S.C. § 2303 — Prohibited Personnel Practices In The Federal Bureau Of Investigation
Office of the Law Revision Counsel, U.S. House of Representatives ¢ Current Through 2024 Main Edition

https://uscode.house.gov/view.xhtmI?req=%28title%3A5+section%3A2303+edition%3Aprelim%29

8. 10 U.S.C. § 1034 — Protected Communications; Prohibition Of Retaliatory Personnel Actions
Office of the Law Revision Counsel, U.S. House of Representatives ¢ Current Through 2024 Main Edition

https://uscode.house.gov/view.xhtml?edition=prelim&num=0&req=granuleid%3AUSC-prelim-title10-section1034

9. FAR Subpart 3.9 — Whistleblower Protections For Contractor Employees
Acquisition.gov ¢ Updated February 19, 2026

https://www.acquisition.gov/far/subpart-3.9

<> TARGETED.ARMY 718 targeted.army


https://uscode.house.gov/view.xhtml?edition=prelim&num=0&req=granuleid%3AUSC-prelim-title5-section2302
https://uscode.house.gov/view.xhtml?edition=prelim&num=0&req=granuleid%3AUSC-prelim-title5-section2302
https://uscode.house.gov/view.xhtml?edition=prelim&num=0&req=granuleid%3AUSC-prelim-title5-section2302
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3234+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3234+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3234+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3033+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3033+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3033+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3341+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3341+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A50+section%3A3341+edition%3Aprelim%29
https://www.dni.gov/index.php/who-we-are/organizations/icig/icig-related-menus/icig-related-links/making-lawful-disclosures
https://www.dni.gov/index.php/who-we-are/organizations/icig/icig-related-menus/icig-related-links/making-lawful-disclosures
https://www.dni.gov/index.php/who-we-are/organizations/icig/icig-related-menus/icig-related-links/making-lawful-disclosures
https://www.dni.gov/files/documents/ICD/ICD-120-IC-Whistleblower-Protection-2016-04-29.pdf
https://www.dni.gov/files/documents/ICD/ICD-120-IC-Whistleblower-Protection-2016-04-29.pdf
https://www.dni.gov/files/documents/ICD/ICD-120-IC-Whistleblower-Protection-2016-04-29.pdf
https://uscode.house.gov/view.xhtml?req=%28title%3A5+section%3A2303+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A5+section%3A2303+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?req=%28title%3A5+section%3A2303+edition%3Aprelim%29
https://uscode.house.gov/view.xhtml?edition=prelim&num=0&req=granuleid%3AUSC-prelim-title10-section1034
https://uscode.house.gov/view.xhtml?edition=prelim&num=0&req=granuleid%3AUSC-prelim-title10-section1034
https://uscode.house.gov/view.xhtml?edition=prelim&num=0&req=granuleid%3AUSC-prelim-title10-section1034
https://www.acquisition.gov/far/subpart-3.9
https://www.acquisition.gov/far/subpart-3.9
https://www.acquisition.gov/far/subpart-3.9

10. Whistleblower Retaliation — Prohibited Personnel Practices
U.S. Office of Special Counsel ¢ Accessed July 24, 2026

https://www.osc.gov/services/prohibited-personnel-practices/overview/

11. Prohibited Personnel Practice 8 — Whistleblower Protection
U.S. Merit Systems Protection Board ¢ Accessed July 24, 2026

https://www.mspb.gov/ppp/8ppp.htm
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LAWFUL ACTION

Build A Protected Disclosure Record

Preserve the source. Identify the governing law. Use an authorized recipient. Follow classified handling rules.
Keep a chronology of every response and retaliatory action.

FORENSIC TRUST PACKAGE

Keep The Complete Record Together

The downloadable package preserves the article, all three original images, this branded PDF, and a machine-
readable integrity manifest in one ZIP archive.

e Article HTML And Structured Article JSON

e Three Publication Images With Captions And Alt Text

e Branded Article PDF

e SHA-256 Package Manifest

https://targeted.army/content/rights/whistleblower-protections-intelligence-agency-employees

Editorial Notice

TARGETED.ARMY presents information, testimony, research, historical material, and analysis from the
perspective of targeted individuals and this community. Some readers, institutions, or organizations may
dispute portions of the material presented. Readers are encouraged to review the supporting materials and
reach their own conclusions. This page provides general educational information and is not individualized legal
advice.
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